Laritor Data Processing Agreement (DPA)

Effective Date: 2025-07-28

This Data Processing Agreement ("DPA") forms part of the agreement between Laritor
("Processor") and the customer ("Controller") using Laritor's services (the "Service").

1. Definitions

- Personal Data: Any information relating to an identified or identifiable natural person.

- Controller: The entity that determines the purposes and means of processing Personal
Data.

- Processor: Laritor, which processes Personal Data on behalf of the Controller.

- Subprocessor: Any third-party engaged by Laritor to process Personal Data.

2. Purpose of Processing

Laritor processes Personal Data only as necessary to provide the Service to the Controller, as
described in the Terms of Service and Privacy Policy.

3. Controller Responsibilities

- Ensure Personal Data is collected and shared lawfully.

- Provide necessary privacy notices and obtain consent where required.

4. Processor Obligations

- Process Personal Data only under Controller's written instructions.
- Maintain confidentiality and ensure personnel are bound by appropriate obligations.

- Implement technical and organizational security measures (e.g. encryption, access
control).



- Assist the Controller with data subject rights requests.
- Notify Controller without undue delay of a Personal Data Breach.

- Delete or return Personal Data upon termination of services, unless retention is required
by law.

5. Subprocessors

- Laritor uses the following Subprocessors:
- Cloudflare - CDN and security

- DigitalOcean - Cloud hosting

- DoDo Payments - Payment processing

- Amazon Web Services - Cloud hosting

- Laritor will notify the Controller before adding new Subprocessors and allow objections.

6. International Transfers

- Where data is transferred outside the EU/EEA, Laritor will rely on Standard Contractual
Clauses (SCCs) or other lawful transfer mechanisms.

7. Security Measures
Laritor applies industry-standard security practices including:

- Encryption in transit and at rest
- Firewalls and access controls

- Regular vulnerability assessments

8. Data Subject Rights Assistance

Laritor will assist the Controller in responding to requests from individuals under GDPR,
such as access, rectification, erasure, and portability.



9. Audit Rights

The Controller may audit Laritor's compliance with this DPA with reasonable notice. Laritor
may satisfy audit requests by providing relevant documentation and certifications.

10. Duration

This DPA remains in effect for as long as Laritor processes Personal Data on behalf of the
Controller.

11. Contact

- Laritor Privacy Contact: privacy@laritor.com

IN WITNESS WHEREOF, the parties agree to the terms of this DPA.

[Customer Name] (Controller) | Laritor (Processor)
__________________________________________________________ | =mmmmm e
Name: | Name: Ponnam Aman Goud

Title: | Title: Director, Laritor (Dudi Labs LLP)

Date: | Date: 2025-07-28




